Appendix 1: Inventory of data sets — Updated January 2026

Purpose
This inventory identifies the categories of personal data held by BELMAS, their associated risks, storage locations, access controls, and retention
requirements. It supports BELMAS’s accountability obligations under the UK GDPR and Data Protection Act 2018.

Principles
BELMAS maintains this inventory to ensure:
e Transparencyin what personal data we hold
e Appropriate security and access control
e Compliance with lawful bases for processing
o Alignment with our Records Retention Schedule
o Risks are monitored and managed effectively

The Executive Officer maintains this inventory, with annual review by the Board.

Below is an inventory of the risks for areas where specific data sets may be held by BELMAS process. For the purpose of this inventory “Staff” means
BELMAS Staff, Officers and Volunteers.

Membership & Contact Data

Membership database (names, | Unauthorised access; Secure membership system Executive Officer; Active
emails, organisation, payment inaccurate data; loss of (password-protected, role-based | authorised staff membership + 3
status) marketing preferences access, MFA) only years
Mailing list (marketing . ) . ) .
. Sending to people without Mail platform with MFA and . . Until opt-out or
preferences; opt-in/opt-out . L Executive Officer
consent; outdated info encrypted transmission removal request

records)
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Event & Conference Data

& BELMAS

Event registration details

Data breach; misuse of
special-category data

Secure event platform; data
minimisation

Executive Officer +
event staff

3years

category data)

Dietary/accessibility needs (special

Special category exposure

Stored separately; encrypted;
access restricted

Executive Officer +
event staff

Deleted 30 days
after event

Publications & Research Activity

Journal submissions, editorial | Confidential intellectual property;

personal data leakage

Secure publishing platform;
password protection
Secure shared drive or RIG
platform

Executive Officer;
Editorial teams
Exec Officer; RIG
Leads

7 years
correspondence

Active membership
+ 2 years

RIG membership lists Unauthorised contact

Staff, HR, Payroll & Governance

HR/personnel Access by unauthorised staff; special Encrypted storage; locked cabinet;

. . Executive Officer
restricted digital folder

As per Appendix 2

files category exposure

Unauthorised publication of home Duration of term +

3years

Trustee details Encrypted digital storage Executive Officer

addresses/emails

Password-protected payroll system;
MFA

Executive Officer;

Payroll data
Accountant

Financial and identity risks As per Appendix 2

Financial & Accounting
See Appendix 2 for retention periods.
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IT Systems & Communications

% BELMAS

Staff email Data leaving organisation; accidental | MFA; auto-logout; email encryption for All staff Deleted when leaver processes
accounts disclosures sensitive data complete
Shared drive . Role-based access; IT-managed Staff .
. Unauthorised access o Reviewed annually
(P:Drive) permissions only

Website & Digital Platforms

Website contact
forms

Exposure if website
compromised

SSL encryption; secure form
plugins

Exec Officer; Web
support

12 months

Cookies & analytics
data

Tracking without consent

Cookie consent banner; opt-in
controls

Website admin

26 months or per
provider

Third Parties

Data processed by IT providers, event

platforms, publishers processing

Non-compliant

Data Processing Agreements; UK
IDTA/addendum for international transfers

Restricted | Per contract
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